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can it be that the practices around the production of 
software are an important element of privacy research? 
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• exploratory study (work in progress)

• develop and shape an agenda for further study

• interviews and chats

• devs, devops, product managers, a/b testers, AI/data 
product developers, data engineers, privacy officers

• industry white papers 

• legal and policy literature

methodology
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shrink wrap services



1) All teams will henceforth expose their data and 
functionality through service interfaces.

2) Teams must communicate with each other through 
these interfaces.

3) There will be no other form of interprocess 
communication allowed: no direct linking, no direct reads 
of another team's data store, no shared-memory model, 
no back-doors whatsoever. The only communication 
allowed is via service interface calls over the network.

4) It doesn't matter what technology they use. HTTP, 
Corba, Pubsub, custom protocols -- doesn't matter. Bezos 
doesn't care.

5) All service interfaces, without exception, must be 
designed from the ground up to be externalizable. That is 
to say, the team must plan and design to be able to 
expose the interface to developers in the outside world. 
No exceptions.

6) Anyone who doesn't do this will be fired.
~2001/2002



shrink wrap services

server (thin) client 
model

binary runs solely on 
client side

requires matching soft & 
hardware data “secured”  by service

collaborative

updates and maintenance 
server side

updates & maintenance 
cumbersome

user has control (oh no!)

pay as you use/trialpay in advance

enterprise apps

Microsoft Word office 365



server - thin client model

bundled services

licensing and pricing models intensified tracking

pooling of data

transaction throughout use

implications of the shift to services

agile service integration
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shrink wrap 
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picture album creation service

authentication payment maps
embedded media

social

CRM

team integration

production tools

UX capture

SDK/PaaS cybersecurity performance

AB Testing

advertisement

data brokers analytics
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Thanks to Dillon Reisman from Princeton U. for the web crawl 
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waterfall model
requirements analysis and 

specification

architectural design

implementation and integration

verification

operation and maintenance





process and tools

individuals and interactions

working software

comprehensive documentation

customer collaboration

contract negotiation

responding to change

following a plan

agile manifesto



if short iterations are good, make them as short as possible

eXtreme Programming

if simplicity is good, do the simplest thing that can work

if testing is good, test all the time

if code reviews are good, review code continuously



server - thin client model

short iterations

data centric development

simplicity

testing testing testing

rapid feature development

reuse and modularity

user centric development

implications of the shift to agile dev



rapid feature 
development

product manager

boss/VC said so

where do features come from?

designers said so

competitor did it

where do features go?

behavioral analytics

feature inflation

customer



data centric development

predictive modeling 4 pricing

user churn

user/behavioral analytics

data products

metrics

anecdotes

data centric development



website

new information 
panel



• recursively keeping track:

• capturing behavior of users

• capturing behavior of service components

• capturing behavior of your capture models

• QA and continuous monitoring become one thing

perspective 3: behavior and data centricity



time

pay per use

service bundle 

use

feature space

consent



how are shifts in software engineering and the 
ecosystem relevant to privacy research and practice?



These systems capture knowledge of people’s behavior, and they 
reconfigure them through rapid development of features that are 
able to identify, sequence, reorder and transform human activities.

 
This also means that they open these human activities to 
evaluation in terms of economic efficiency. 
Philip Agre.

Philip Agre: Two models of privacy



rapid feature development
can’t apply security 

frameworks

no threat 
modeling

no risk 
assessment

code maturity? 
lol

defies attackers 
learning curve

honeymoon
++ vulnerability 

density

++ immature 
code



how are shifts in software engineering and the 
ecosystem relevant to privacy research?



privacy as 
confidentiality

impact of the agile turn?

data minimization

avoid single point of failure

properties with mathematical guarantees







Data Minimization strategies

minimize collection

minimize disclosure

minimize replication

minimize centralization

minimize linkability

minimize retention

reference systemwell-defined goal privacy requirements



SOK: Secure Messaging (Unger et al.)

well-defined goal (interoperable/federated) secure messaging

privacy requirements confidentiality + perfect forward/backward secrecy

message/participation deniability

anonymity ...

trust establishment

conversation security

transport privacy

other quality requirements usability and adoption

threat model (adversary) local/global/ISP...





SOK: Secure Messaging (Unger et al.)

legacy software not made with E2E security in mind

unsolved problems: e.g., group chat

solved problems: not applied

current implementations: proprietary/no specification





privacy as 
control

impact of the agile turn?

data protection/FIPPS compliance

transparency and accountability





privacy as 
practice

impact of the agile turn?

improve user agency in negotiating privacy

privacy integral to collective info practices

transparency of social impact



Android Permissions: User attention, 
comprehension, and Behavior (Felt et al., 2012)
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How to ask for permission? (Felt et al., )
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Android Permissions Remystified: A field study of 
Contextual Integrity (Wijesekera et al. 2015)
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Android Permissions Remystified: A field study of 
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what about the cloud?



“ensuring privacy in clouds”
Breaux and Pearson, 2016)

who is responsible for privacy?



“ensuring privacy in clouds”
who is responsible for privacy?

Lack of transparency, 
assurance, accountability

lack of clear 
responsibility

Service Level Agreements: users are dependent on data controller 
(no leverage on contracts)

where is the data geographically?
(jurisdiction: which government will knock on your door/eavesdrop you?)

Service Level Agreements:

what’s the scope of third party access?

what security practices are used?

how are backups and data retention managed?

how is individual consent and subject access managed?

lack of trust regulatory 
challenges



how are shifts in software engineering and the 
ecosystem relevant to privacy practice?



http://cdn.ttgtmedia.com/informationsecurity/images/vol4iss7/ism_v4i7_f4_DataLifecycle.pdf

Data Protection Laws are Data Centric

http://cdn.ttgtmedia.com/informationsecurity/images/vol4iss7/ism_v4i7_f4_DataLifecycle.pdf
http://cdn.ttgtmedia.com/informationsecurity/images/vol4iss7/ism_v4i7_f4_DataLifecycle.pdf










Privacy Engineering should also include methodologies, 
techniques and tools in the

Software Development Lifecycle (not just data management)



LINDDUN (Wuyts, Scandariato, Joosen)

https://distrinet.cs.kuleuven.be/software/linddun/index.php

https://distrinet.cs.kuleuven.be/software/linddun/index.php
https://distrinet.cs.kuleuven.be/software/linddun/index.php






Privacy Design Strategies (Hoepman et al.)



http://www.ambysoft.com/essays/agileLifecycle.html

Agile Software Development Lifecycle is another animal

http://www.ambysoft.com/essays/agileLifecycle.html
http://www.ambysoft.com/essays/agileLifecycle.html


http://chromemedia.com/how-we-work/

http://chromemedia.com/how-we-work/
http://chromemedia.com/how-we-work/


Slide deck: Agile and Secure SDLC by Nazar Tymoshyk, Cybersecurity Professional
https://www.slideshare.net/NazarTymoshyk/agile-and-secure-sflc, Published: October 2014. 

https://www.slideshare.net/NazarTymoshyk/agile-and-secure-sflc
https://www.slideshare.net/NazarTymoshyk/agile-and-secure-sflc


the turn to 
agile in 

software 
engineering 

practice 

 
on 
computer 
science 
research in 
privacy?

what is the 
impact of 



• Privacy research will need to speak to existing SE approaches

• domain specificity not enough: SE practices matter

• Future research: systemic empirical study of the agile turn and its impact on 
privacy research

• evaluate the paradigmatic principles that guide privacy research

• study feature inflation and its impact on privacy/security techniques

• better understand behavioral analytics role in software engineering

• the politics of new service metrics: opportunity to develop privacy metrics

• Investigate policy implications:

• DP was developed during the time of mainframes!!!

OUTLOOK
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• Many references in the slides. The agile turn based on:
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International Workshop on Privacy Engineering
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